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IMERJAmail — Exchange 2003 Integration Guide

This guide is to assist email administrators with making the necessary changes required to
implement the IMERJAmail service. If you have any doubts about the changes required you
should reference the vendors support documentation.

The first step is to ensure that inbound mails are only accepted to addresses within the
Exchange global directory. This is configured by running Exchange System Manager, opening
up global settings, selecting properties from the Message Delivery context menu.

Ensure ‘Filter recipients who are not in the directory’ is selected.
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Secondly, the outbound mail Smart Host has to be configured. This will be detailed on the
domain dashboard in the administrator console. This is configured from the General tab of the
connector properties under Routing groups.
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The Domain Name System (DNS) records for the domain(s) that will be protected by
IMERJAmail need to be changed to point to the IMERJAmail Enforcement Servers. If you
have control over your own Domain you can change the records online or you may request
your ISP do so on your behalf. Then email sent into the domain will route via the IMERJAmail
Enforcement Servers.

The highest priority MX record for the Internet needs to be changed to the host address of the
IMERJAmail Enforcement Server; this information is provided with the activation email and in
the administrations console screen for that domain.

The final step is to restrict email only from the IMERJAmail Enforcement Servers; however we
recommend that this change is made at least 24Hrs after you have made the DNS changes,
to allow for email servers that have not been updated and are sending emails directly to the
original address

The Exchange server should be configured to only accept connections from the IMERJAmail
relays. This is configured by selecting the properties for the Default SMTP server under the
Protocols section of the Servers group. Under the Access tab, click on ‘Connection’ within the
Connection Control section
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Ensure ‘Only the list below’ is selected, click Add and add the IP addresses listed in the
administrator console under “Email arrives to your domain from these IMERJAmail filtering
servers”. Alternatively, if you have a separate firewall, you can configure the access control
from there.
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